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The	built of a	secure and trustable source of random number generator
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First of all:	what is a	random event

A	mathematical definition:
The	output	of a	probabilistic experiment

A	pratical definition:
Anything that appears to be random

The	output	is...
42



Where do	we use	randomness

• Games,	lottery,	cassino,	bingo...

• Selection of judges and jurors

• Computer	simulations

• Test	of hypotheses - randomized controlled trial

• Computer	security:	key generation,	nonces,...
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Why randomness in	the industry
• Current industrial	plants are	complex computer systems...

...	and vulnerable to the same kind of attacks
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In	practice:	how do	we get random numbers?

• Step 1:	find a	”good”	source of ”physical”	randomness
• Show	that your source is unpredictable (in	practice)	and has no	patterns

• Statistic tests,	implementation analysis
• If you have a	quantum	source,	great!
• If you can prove	quantumness,	explendid!	(Bell	tests!)

• Step 2:	post-process the obtained numbers using a	PRNG
• Simple way to get uniform distribuitions frmo non-uniform ones



• Critical activities dependent on good random numbers

• Attacks to random number generators
• Netscape	SSL
• Microsoft	Windows	2000/XP
• MIFARE	NXP	CRYPTO-1
• Android Bitcoins
• Playstation	3
• NIST	SP	800-90

• Poor randomness can have critical impact!
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Does	randomness exist?

• Deep scientific/physical/mathematical/phylosofical question
• We will not discuss it	today =)

• Most of our ”sources of randomness”	are....	Deterministic!
• Dices,	cards and roulettes
• Atmospheric and thermal noise sources

• Most computers random number generators...

• ...but we we them anyway!



Some	definitions for	the concept of ”random”

• A	mathematical definition
• The	output	of a	probabilistic event

• An information-theoretic definition
• Information content of a	string is the length of the small program that print it

• Beautiful,	but not practical theory

• A	complexity-theoretic defnition
• Pseudorandom generator:	deterministic algorithm that outputs	a	sequence that is
indistinguishable from a	random sequence using a	probabilistic polytime algorithm

• ”randomness is in	the eye of the beholder”	



One first randomness source
Good entropy in	a	small package



Our first prototype



Analysis of results...
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Data	acquisition	
computer

Multimeter

• Read	voltage	data	each	3	ms (multimeter minimum	time).
• Read	8	sets	of	64	voltage	data	(buffer	limitation).	Totalizing	512.
• Calculate	average	voltage	of	the	full	set
• Convert	to	bits:	If	voltage	upper	than	average	->	1

If	voltage	lower	then	average	->	0
• Concatenate	bits	into	a	512-bits	string.
*	We	are	exploring	the	symmetry	of	previous	
distribution
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Our proposed architecture
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Next	Steps



Next	steps

• Characterize our randonmess source according to NIST	SP	800-90

• Generate multiple sources of randomness

• Devise a	quantum	source of randomness

• Implement a	”verifiable randomness”	protocol

• Develop beacons-based security protocols

• Insert legally valid timestamp and digital	signature

• Provide randomness as	a	service and promote applications



Thank you for	your attention!
Contact:	rcmachado@inmetro.gov.br

machado.work@gmail.com


